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Introduction to  Kyocera Security  
Kyocera Mita recognizes the importance of Multifunctional Product (MFP) security at the 

corporate level.  In order to provide ÔÏÄÁÙȭÓ ÍÏÓÔ ÉÎÎÏÖÁÔÉÖÅ document imaging systems that align 

with ÍÏÓÔ ÏÒÇÁÎÉÚÁÔÉÏÎȭÓ security policies and requirements, Kyocera delivers comprehensive 

features and functions in the following targeted areas: 

¶ Document Security  

¶ Information/D ata Security  

¶ Device Security  

 

In this paper, some of Kyocera security features are explained*. 

 

¶ Hard Disk Drive (HDD) Security and Compliance 

¶ Drivers and Utilities  

¶ Document Access Control 

¶ Data Transmission Encryption 

¶ Device & Network Access Security 

¶ Restriction & Restoration 

¶ User Authentication 

¶ Audit Logs & Reports 

¶ Send/Receive Mail Restriction 

¶ CAC/PIV Card Authentication 

¶ Additional Security Features 

*Features vary per model.   Please refer to the compatibility model lis t under Additional Security Features  

 

Security Compliance and Certifications 

In addition to the above security features, Kyocera has been working to achieve the following security 

standards and certifications:  

 

¶ Common Criteria Certification  

¶ IEEE P2600 Security Requirements 

¶ FIPS 140-2  Certification 

Details regarding these standards and certifications will be made available when complete.  
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Hard Disk Drive Security   

4ÏÄÁÙȭÓ -ÕÌÔÉÆÕÎÃÔÉÏÎÁÌ 0ÒÏÄÕÃÔ ÉÎÃÌÕÄÅÓ ÉÎÃÒÅÄÉÂÌÙ ÁÄÖÁÎÃÅÄ ÁÎÄ ÄÉÖÅÒÓÅ ÆÅÁÔÕÒÅÓȟ ÁÎÄ ÔÈÉÓ 

technology is a tremendous benefit to every customer.  In order to maximize the potential of 

MFPs, large capacity RAM memory and Hard Disk Drives (HDD) are utilized. And while this 

ÁÄÖÁÎÃÅÍÅÎÔ ÉÎ ÔÅÃÈÎÏÌÏÇÙ ÉÓ ÂÅÎÅÆÉÃÉÁÌȟ ÉÔ ÁÌÓÏ ÃÏÍÅÓ ×ÉÔÈ ÓÏÍÅ ÃÈÁÌÌÅÎÇÅÓ ÆÏÒ ÔÏÄÁÙȭÓ ÓÅÃÕÒÉÔÙ 

conscious organizations.  

 

7ÈÉÌÅ ÉÔ ÍÁÙ ÂÅ Á ÒÁÒÅ ÃÁÓÅ ÔÈÁÔ ÉÎÆÏÒÍÁÔÉÏÎ ÉÓ ÓÔÏÌÅÎ ÆÒÏÍ ÁÎ -&0ȭÓ hard disk drive, there is a 

potential for risk. Select Kyocera MFPs and Printers offer optional Data Security Kit s that allow 

businesses, institutions and organizations to protect confidential data that has been copied, 

printed or scanned at the device. 7ÉÔÈ ÔÏÄÁÙȭÓ ÔÅÃÈÎÏÌÏÇÙȟ images processed on an MFP or Printer 

equipped with a hard disk drive, creates a latent image which remains in memory. KÙÏÃÅÒÁȭÓ $ÁÔÁ 

Security Kits overwrites the data, rendering this latent image unusable.   

 

Users have choices on the data deletion process.  Its setting can be made at administrator mode 

which is password protected.  There are two operation choices; Automatic or Manual operation.     

In the Automatic mode, data is deleted after the completion of each job, or when the Main Switch 

ÉÓ ÔÕÒÎÅÄ Ȱ/.ȱȢ The following data will be deleted:  

¶ Temporary stored data for Copy/Print/Scan 

Å Data that is deleted from the Document Box  

Å Data used for e-MPS functions 

Å Temporary stored data used by Job Reserve 

 

In the Manual HDD Format Mode (performed in administrator mode), the kit formats the hard 

disk drive to overwrite and delete information. This ensures that the system and/or program 

management data relating to print/copy/scan usage is rendered unrecoverable by unauthorized 

parties when the device is retired or resold.  

Data that will be deleted:  

¶ Print Function: Font data, API programs, e-MPS data 

Å Copy/Scan Function: Address Book, Document Box, Department Management Data 
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Data Encryption  

Advanced Encryption Standard (AES) encryption is used for KyoceraȭÓ Data Security Kits.   

Encryption is applied with the intention to remove the potential threat of leakage of the image 

data stored in the hard disk drive.  

 

When an image is stored on the hard disk drive after copying, scanning, print ing, and/or  faxing, 

the data security kit encrypts the image data and writes it to the hard disk drive.  When the 

encrypted data is retrieved from the HDD , the data security kit decrypts the data and 

subsequently reads out the image data.  

 

The cryptographic key for encryption is generated every time the MFP is powered on, and the 

data of this key is stored in volatile memory.  
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Kyocera Drivers and Utilities  
Kyocera provides security solutions at various levels through web-based device management 

tools, centralized device management utilities and print drivers.   

 

 

 

 

 

 

 

 

 

 

 

 

 

¶  

 

 

 

KX Print Driver  

KyoceraȭÓ KX Driver  is a feature-rich and user-friendly extended print driver offering 

users a common interface to +ÙÏÃÅÒÁȭÓ MFPs and Printers.  The driver offers outstanding 

security features such as user authentication and secure print release.  In addition, 

utilizing driver  plug-ins, custom security features can be developed and added to meet 

unique and evolving security requirements.   

 

Kyocera Command Center  

Kyocera Command Center  is a web-based device management tool.  Command Center 

provides administrators with the ability to configure device settings, as well as manage 

network and security settings based on internal requirements.  
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KMnet Viewer  

KMnet Viewer  is a .NET based central device management utility.  It is designed for small 

to mid size departments and environments, and offers convenient features for 

administrators such as reporting, device setting cloning, firmware updates, address book 

management and more.   

 

KMnet Admin  

KMnet Admin  is Kyocera's unified device management solution using a web-based 

platform to provide network ÁÄÍÉÎÉÓÔÒÁÔÏÒÓȭ control of all net work enabled printing 

devices. Features can be added to KMnet Admin by installing software add-ins that give 

the administrator and users the features they require to ensure business efficiency. KMnet 

Admin is web-based, so additional client software installation s are not necessary, 

simplifying the overall management for administrators.  

 

PaperTrail  

PaperTrail  is an authentication , authorization, and user tracking utility.  With PaperTrail, 

administrators can easily manage ÕÓÅÒÓȭ activities for copy, scan, fax and print on select 

Kyocera devices.  PaperTrail provides businesses with the tools that administrators can 

use to ensure that the Kyocera devices are used appropriately.  In addition, PaperTrail 

enables Windows® users advanced security such as Active Directory-based tracking and 

secure print release for select Kyocera MFPs.  
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Document Access Control   

Utilizing Kyoceraôs feature-rich and user-friendly KX Driver, users are offered essential features for 

document access control. The KX Driver is a common print driver for Kyocera MFPs and Printers, 

and provides a simple to navigate tabbed architecture with the following selections available for 

document access control.   

 

Secure Print (Private Print)  

¶ Private Printing provides secure print jo b function with unique PIN code  

¶ Encrypted IP printing over SSL to protect confidentiality of image data 

¶ Local or domain user and group authentication before printing  

 

 

 

 

 

 

 

 

 

 

 

 

 

Access Control  

¶ Using administrator setting, time for the access to printer can be managed.  In 

addition, access to features such as printing, print management, and special 

permissions can be configured.  

Watermark and Secure Watermark  

¶ Regular watermark feature and secure watermark feature are available.  When 

secure watermark is used, it raises the watermark on any subsequent, 

unauthorized copy. 
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Document Gu ard  

+ÙÏÃÅÒÁȭÓ ÏÐÔÉÏÎÁÌ $ÏÃÕÍÅÎÔ 'ÕÁÒÄ +ÉÔ helps prevent unauthorized copying, scanning and 

faxing when enabled on select MFPs.  When required, users can embed a specific document 

watermark that is recognized by supported Kyocera MFPs.  If an unauthorized user attempts to 

copy, scan or fax the confidential document , the Kyocera MFP detects the security watermark as a 

restriction and automatically cancels the operation 
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Data Transmission Encryption   

In order to establish secure data transmission, network data encryption and protection methods 

are used for Kyocera MFPs.   IPP over SSL encrypts image data as it is communicated with the 

driver to the device.  When image data is sent out from the MFP, the data can be encrypted using 

File Transfer Protocol (FTP) over Secure Socket Layer (SSL).  The MFP establishes communication 

and encrypts the image data using the server security certificates. 

 

In addition, when MFPs are configured using a web browser, the data is encrypted using HTTPS.  

The web browser will establish communication and encryption with server certificates which are 

set at the MFP.  When Kyocera utilities are used, SNMPv3 communication is used to view and set 

up MFP settings.  

 

 

 

 

 

 

 

 

 

 

 

 

 
By encrypting data that runs on networks using IPsec, security is ensured of all data 

communicated with the MFP.    

 

 

 

 

 

 

 

Kyocera has achieved IPv6 Phase 2 logo program for IPv6/IPsec ensuring a high level of security. 

Please check product specifications for IPv6 compliance.   
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Device  and Network Interface Access Security  

Using Kyoceraȭs Interface Block Feature , ports such as the USB Host, as well as other interfaces 

can be disabled by an administrator to prevent unauthorized access to the network.  These ports 

can be set as enabled or disabled (on/off).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Using IP Filter , administrator s can restrict print services to a specific device.   By setting a select 

range of IP addresses, MFPs can accept access from only known (and authorized) IP addresses.  In 

addition, administrator s can define select domains where internet fax and e-mail can be sent to 

and where the device can accept data from.  

  



 MFP Security 

 

 
K y o c e r a  M i t a  A m e r i c a ,  I n c .  

 
Page 12 

Restriction & Restoration   
+ÙÏÃÅÒÁȭÓ MFPs use a methodology that can identify  users such as KM-WSDL and SNMPv3.  An 

individual MFP can be set using Kyocera Command Center.  There are two user levels within 

Command Center; User or Administrator .  Users can view machine status and manage their own 

particular user settings but are not allowed to change or modify device or network settings.   In 

order to accomplish these tasks, an administrator privilege is required.   

 

Administrator access is secured using complex password and user ID.   Using Command Center, 

an administrator can set-up and modify network security such as IP Filtering; Secure Socket Layer 

(SSL); IPsec and more.   In addition, administrators can eliminate unauthorized physical access to 

ÔÈÅ ÄÅÖÉÃÅȭÓ network settings by locking the control  panel.  All communication is encrypted via 

HTTPS.  When a central management utility such as KMnet Viewer is used for device 

management, SNMPv3 communication is utilized to secure the data.   
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Authentication   

Kyocera MFPs provide authentication and authorization capabilities on two levels; via PIN-code 

access using local management or deploying Active Directory (AD) based network authentication.  

Using authentication can prevent unauthorized users from accessing the print, copy, scan or fax 

features.   Access to Document Box can be limited to only authorized personnel.   It is integrated 

with Active Directory (AD) and Lightweight Directory Access Protocol (LDAP) for user 

authentication and management in addition to stronger security via Kerberos, LDAP-v3 and 

Secure Socket Layer (SSL) protocols. 

 

 

 

 

 

 

 

 

  

 

 


