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MFP Security
Introduction to Kyocera Security

Kyocera Mita recognizes the importance of Multifunctional Product (MFP) security at the
corporate level. In order to provide OT AAUG O | 1 Gibcurkehtimadging §y&dnA that align
with i T OO 1 OC A beEudtA folicied end requirements, Kyocera deliverscomprehensive
features and functions in the following targeted areas:

1 Document Security

1 Information/D ata Security

91 Device Security

In this paper, some of Kyocera security features are explained*

Hard Disk Drive (HDD) Security and Compliance
Drivers and Utilities

Document Access Control

Data Transmission Encryption
Device & Network Access Security
Restriction & Restoration

User Authentication

Audit Logs & Reports
Send/Receive Mail Restriction
CAC/PIV Card Authentication

9 Additional Security Features
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*Features vary per model. Please refer to the compatibility model lis tunder Additional Security Features

Security Compliance and Certifications
In addition to the above securifgatures Kyocera has beeworking to achieve thdollowing security
standards and certifications

1 Common Criteria Certification
1 IEEEP2600 Security Requirements
1 FIPS 1462 Certification
Details regarding these standards and certifications will be made available when complete.
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MFP Security

Hard Disk Drive Security

47T AAUGO - Ol OEAZAOT AGETT AT 001 AOAO ET AI OAAO ET AOAAE
technology is a tremendous benefit to every customer. In order to maximize the potential of

MFPs, large capacity RAM memory and Hard DiskDrives (HDD) are utilized. And while this

AAOGAT AAT AT O ET OAAETTITCU EO AAT AEEAEAI h EO Al Ol
conscious organizatiors.

7EEIA EO 1T AU AA A OAOA AAOA OE A&d disk dileOihede @Bl T EO
potential for risk. Select Kyocera MFP&nd Printers offer optional Data Security Kit s that allow

businesses, institutions and organizationsto protect confidential data that has been copied,

printed or scanned at the device.7 EOE O A A U8 tnageshidesdsédbniarOMFR or Printer

equipped with a hard disk drive, createsa latent image which remains in memory. KUT AAOA8 O $ A
Security Kits overwrites the data, rendering this latent image unusable.

Users have choices orthe data deletion process. ts setting can be made at administrator mode
which is password protected. There are two operation choices; Automatic or Manual operation.
In the Automatic mode, data is deleted after the completion of each job, or when the Main Switch
EO OOOIT Rné folldwing dada will be deleted:

Temporary stored data forCopy/Print/S can

Data that is deleted from the Document Box

Data usedfor e-MPS functions

o To o =2

Temporary stored dataused by Job Reserve

In the Manual HDD Format Mode (performed in administrator mode), the kit formats the hard
disk drive to overwrite and delete information. This ensures that the system and/or program
management data relating to print/copy/scan usage is rendered unrecoverable by unauthorized
parties when the device is retired or resold.
Data that will be deleted:

1 Print Function: Font data, API programs, e MPS data

A Copy/ScanFunction: Address Book, Document Box, DepartmentManagementData
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Data Encryption

Advanced Encryption Standard (AES encryption is used for Kyocer®d @ata Security Kits.
Encryption is applied with the intention to remove the potential threat of leakage of the image
data stored in the hard disk drive.

When an image is stored on thehard disk drive after copying, scanning, printing, and/or faxing,
the data security kit encrypts the image data and writes it to the hard disk drive. When the
encrypted data is retrieved from the HDD, the data security kit decrypts the data and
subsequently reads out the image dad.

The cryptographic key for encryption is generated every time the MFP is powered on, andhe
data of this key is stored in volatile memory.

Kyocera Mita America, Inc.
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Kyocera Drivers and Utilities
Kyocera provides security solutionsat various levels through web-based device management

tools, centralized device management utilities and print drivers.

Intelligence
IT Solution

Office
Management

Enterprise

Device
Management

SOHO
1 DRIVER

Small to Medium )
Environment

KX Print Driver

Kyocerad @X Driver is a featurerich and user-friendly extended print driver offering
users a common interface to+ U1 A AMBPs&r@ Printers. The driver offers outstanding
security features such as user authentication and secure print release. In addn,
utilizing driver plug-ins, custom security features can be developednd added to meet
unique and evolving security requirements.

Kyocera Command Center

Kyocera Command Center is a webbased device management tool. Command Center
provides administrators with the ability to configure device settings, as well as manage
network and security settings based on mternal requirements.

Kyocera Mita America, Inc.
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KMnet Viewer

KMnet Viewer is a .NET based central device management utility. It is designed for small
to mid size departments and environments, and offers convenient features for

administrators such as reporting, device setting clming, firmware updates, address book
management and more.

KMnet Admin

KMnet Admin is Kyocera's unified device management solution using a web-based
platform to provide network AAT ET E O codtlOdf @liOrietwork enabled printing
devices Features canbe added to KMnet Admin by installing software add-ins that give
the administrator and users the features hey require to ensure business efficiency. KMnet
Admin is web-based, so additional client software installations are not necessary,
simplifying the overall management for administrators.

Paper Trail

PaperTrail is an authentication, authorization, and usertracking utility. With PaperTrail,
administrators can easily manage O O A & @ifies for copy, scan, fax and print on select
Kyocera devices. PaperTrail provides businesses with the tools that administrators can
use to ensure that the Kyocera devices are used appropriately. In additiorRaperTrail
enables Windows®users advanced seurity such as Active Directory-based tracking and

secure print release for select Kyocera MFPs.

Kyocera Mita America, Inc.




MFP Security

Document Access Control
Utilizing Kyrichcaad wsdrendly kXalriver, esers are offered essential features for

document access contrdlhe KX Driver is a common print driver for Kyocera MFPs and Printers,
and provides a simple to navigate tabbed architecture with the following selections available for

document access control.

Secure Print (Private Print)
1 Private Printing provides secure print jo b function with unique PIN code
9 Encrypted IP printing over SSL to protectconfidentiality of image data
9 Local or domain user and groupauthentication before printing

SECURE PRINTING

i PRINTER
Ao
v——l" INTERNET Enter the ¥ 09I Din code at the
Network DeVICe [0 release the ok (00

Select the Private Print option
in the KX Driver and tyow in 2
uniour ¥ digit PV code you
W o use 0 release
the pvind Job

Access Control
1 Using administrator setting, time for the accessto printer can be managed. In

addition, access to features such as printing, print management, and cial
permissionscan be configured.

Watermark and Secure Watermark
1 Regular watermark feature and secure watermark feature are available. When
secure wdermark is used, it raises the watermark on any subsequent,

unauthorized copy.
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Document Gu ard

+UT AAOASG O 1T BDOET T Alhelgsbrévént uhdutborizedddbyiAg, sedhiding and
faxing when enabled on select MFPsWhen required, userscan embed a specific document
watermark that is recognized by supported Kyocera MFPs If an unauthorized user attempts to
copy, scan or faxthe confidential document, the KyoceraMFP detects thesecurity watermark as a
restriction and automatically cancels the operaton
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Data Transmission Encryption

In order to establish secure data transmission, network data encryption and protection methals
are used for Kyocera MFPs IPP over SSL encrypts image datas it is communicated with the
driver to the device. When image data is sent out from the MFP, the datacan beencrypted using
File Transfer Protocol (FTP) over Secure Socket Layer (SSLJhe MFP establishes communication
and encrypts theimage data using the server security certificates.

In addition, when MFPs are configured usinga web browser, the data is encrypted using HTTPS.
The web browser will establish communication and encryption with server certificates which are

set at the MFP. When Kyocera utilities are used, SNMPv3 communicainh is used to view and set
up MFP settings.

By encrypting data that runs on networks using IPsec, security is ensured of all data
communicated with the MFP.

Kyocera has achieved IPv6 Phase 2 logo program fovBRPsec ensuring aigh level ofsecurity.
Please check product specifications for IPv@mpliance.
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Device and Network Interface Access Security

Using Kyocera® Interface Block Feature , ports such asthe USBHost, as well as otherinterfaces
can be disabledby an administrator to prevent unauthorized access tothe network. These ports
can be set as enabled or disabled (on/off).

wocesa COMMAND CENTER ]

Interface Block

| Eeterface Biack | e

TNETWUTK SECury

| Netwark Security
you have changed the setting with

*SNMPV3: (B slock O Unblock

*wetware: O ptock @ Unblock

* AppleTall: () glock @ Unblock

*wrrer Optock @ Unblock

CHIPS: O plock © unblock

FIP (Transmission): O lock @ Unblock
* FIP (Reception)s Ogtock © unbiscke

*sm8: Oglack @ unblack

LOAP: O giark © unbiack

Using IP Filter , administrator s can restrict print services to a specific device By settinga select
range o IP addresses, MFPs can accepccessrom only known (and authorized) IP addresses. In
addition, administrator s can define select domains where internet fax and email can be sent to
and wherethe device canaccep data from.

IP Filters(IPv6)

1P Fiters(1Pv6) | Logecal ¢

Pagell




MFP Security

Restriction & Restoration

+ UT A AMBRs@igé a methodology that can identify userssuch as KMWSDL and SNMPv3. An
individual MFP can be set usingKyocera Command Center. There are two user levelswithin

Command Center; User or Administrator . Users can viewmachine status and manage their own

particular user settings but are not allowed to change or modify device or network settings. In
order to accomplish these tasksan administrator privilege is required.

Administrator access is secured using comlex password and user ID. UsingCommand Center,
an administrator can se-up and modify network security such as IP Filtering; Secure Socket Layer
(SSL);IPsec and more. In addition, administrators can eliminate unauthorized physical access to
OEA A AéokAditifgs by locking the control panel. All communication is encrypted via
HTTPS. When a central management utility such as KMnet Viewer is used for device
management, SNMPv3 communicationis utilized to secure the data.

kyoceRa COMMAND CENTER

Start ' Basic  Printer | Scanmer  FAX  Jobs | Document Box

N

Administrator Only
Access

Administrator access
is protected by
password.

" Device Security
= Comara | Intaraca Sicck

Submic
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MFP Security
Authentication

Kyocera MFPs provide authentication and authorization capabilities on two levels; via PINcode
accesausing local management ordeploying Active Directory (AD) based network authentication.
Using authentication can prevent unauthorized users from accessing the print, copy, san or fax
features. Access to Document Box can be limited toonly authorized personnel. It is integrated
with Active Directory (AD) and Lightweight Directory Access Protocol (LDAP) for user
authentication and management in addition to stronger security via Kerberos, LDARvV3 and
Secure Socket Layer (SSL) protocols.
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